When Bad Things Happen
To Your Good Name

Federal Trade Commission
November 2003



Table of Contenis

INtrOAUCHON .. 1
How Identity Theft Occurs ........ueeieiiiiiiiiiiiieee e 3
Minimize Your Risk ........cooviiiiiii e 5
What You Can Do Today ......eeeeeeeieiiiiiiiiieeee e 5
Maintaining Vigilance .........uueiiiieiiiiiiicie e 5
The Doors and Windows Are Locked, but . . . ...coooiiiiiiiiin. 7
Choosing to Share Personal Information — or Not ........c....ccoooeeine. 9
Credit BUFAUS ......civeiiieeeiee e 9
Department of Motor Vehicles .........ccooveiiiiiiiiiiiiiiiii, 10
Direct MArketers .......cooueiieiiieiee e 10
FYOU're @ VICHM Loveniiie e 11
Your First FOUr ST@PS ..uiiiiiiiieiiie e 11
Credit ACCOUNTS .veiiiiii e 12
ATM Cards oeeeieiee e 12
CRECKS ..eeee e 12
Chart Your Course of ACHON .....ccovuniiiieiiiieeieeeeeee e 14
Resolving Credit Problems ............cooiiiiiiiiiiiiii 15
Credit REports ....ooovieiiiiee e 15
Credit Cards couii e 17
Debt ColleCtors . ... 18
ATM Cards, Debit Cards and Electronic Fund Transfers............ 19
Specific Problems ..........oooviiiiiiiee e 21
Bank Fraud ... 21
Bankruptcy Fraud ..o 21
Criminal Violations ... 22
Fake Driver's LICENSE .....oovuiieniiieiie e 22
Investment Fraud ..........coooviiiiiiiee e 22
Mail Theft oo 23
Passport Fraud ........oooiiiiiiiie e 23
Phone Fraud ..........oooiiiiiii e 23
Social Security Number Theft and Misuse ........ccccooevvveeeiiinnnn... 23
ToX Fraud ... 24
'S the LOW .eireiie e 25
Federal Law . ... 25
SHOTE LOW et 25
ApFendix .................................................................................. 27
nstructions for Completing the ID Theft Affidavit ...................... 27

ID Theft AFIOVIE «.oeeeeeeeee e 29



Introduction

My purse was stolen in December 1990. In February 1991,
| started getting notices of bounced checks. About a year
later, | received information that someone using my identity
had defaulted on a number of lease agreements and
bought a car. In 1997, | learned that someone had been
working under my Social Security number for a number of
years. A man had been arrested and used my SSN on his
arrest sheet. There’s a hit in the FBI computers for my SSN
with a different name and gender. | can’t get credit because
of this situation. | was denied a mortgage loan, employ-
ment, credit cards, and medical care for my children. I've
even had auto insurance denied, medical insurance and
tuition assistance denied.

From a consumer complaint to the FTC, January 2, 2001
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common feelings victims experi-
ence asthey navigate the ardu-
ous process of reclaiming their
identity.

Perhapsyou’ vereceived your
first call from acollections agent
demanding payment on aloan
you never took out —for acar
you never bought. Maybeyou’ ve
already spent asignificant
amount of time and money
caling financial ingtitutions,
canceling accounts, struggling to
regain your good name and
credit. Or maybeyour wallet's
been stolen, or you'vejust heard
about identity theft for thefirst
time on the nightly news, and
you' d liketo know more about
protecting yourself fromthis
devastating crime. Thisbookl et
isfor you.

The Federal Trade Commis-
sion (FTC), working with other
government agenciesand organi-
zations, has produced this
booklet to help you guard against
and recover fromidentity theft.
Can you completely prevent
identity theft from occurring?

Probably not, especially if
someone is determined to com-
mit the crime. But you can
minimizeyour risk by managing
your personal information wisely
and cautioudly.

If you' ve been avictim of
identity theft, call the FTC's
|dentity Theft Hotlinetoll-free at
1-877-IDTHEFT (438-4338).
Counselorswill takeyour com-

plaint and advise you on how to
deal with the credit-related
problemsthat could result. In
addition, the FTC, in conjunction
with banks, credit grantors and
consumer advocates, has devel-
oped the ID Theft Affidavit to
help victims of 1D theft restore
their good names. The ID Theft
Affidavit, aform that can be
used to report information to
many organizations, simplifies
the process of disputing charges
with companies where anew
account was opened in your
name. For acopy of the ID Theft
Affidavit, see page 29 or visit
the ID Theft Website at
www.consumer.gov/idtheft.

The Hotlineand Website
giveyou one placeto report the
theft to thefederal government
and receive hel pful information.
The FTC putsyour information
into a secure consumer fraud
database where it can be used to
help other law enforcement
agenciesand private entitiesin
thelr investigationsand victim
assistance.



How ldentity Theft Occurs

My wallet was stolen in December 1998. There’s been no end to
the problems I’'ve faced since then. The thieves used my identity to
write checks, use a debit card, open a bank account with a line of
credit, open credit accounts with several stores, obtain cell phones
and run up huge bills, print fraudulent checks on a personal com-
puter bearing my name, and more. I’ve spent the last two years
trying to repair my credit report (a very frustrating process) and
have suffered the ill effects of having a marred credit history. I’'ve
recently been denied a student loan because of inaccurate
information on my credit report.

From a consumer complaint to the FTC, February 22, 2001

espiteyour best effortsto ) . .

manage the flow of your How identity thieves get your

personal information or to personal information:
keepittoyourself, skilled identity -
thieves may usea = They steal wallets and purses containing

m They find personal information in your
home.

= They use personal information you share on
the Internet.

= They scam you, often through email, by
posing as legitimate companies or govern-
ment agencies you do business with.

= They get your information from the work-
place in a practice known as “business
record theft” by: stealing files out of offices
where you’re a customer, employee, patient
or student; bribing an employee who has
access to your files; or “hacking” into elec-
tronic files.

variety of methods )églrJdrsidentification and credit and bank
telt:(;l\l\it?)ngalh:l m They stea_l your mail, including your bank
accessto your and credit card statements, pre-approved
credit offers, new checks, and tax informa-
data. Here are tion
some of theways m They complete a “change of address form”
Imposters can get to divert your mail to another location.
your personal = They rummage through your trash, or the
informationand trash of businesses, for personal data in a
f[ake(_)ver your . practice known as “dumpster diving.”
identity. = They fraudulently obtain your credit report
by posing as a landlord, employer
or someone else who may have a legitimate
, need for, and legal right to, the information.



How identity thieves use your
personal information:

m They call your credit card issuer and,
pretending to be you, ask to change the
mailing address on your credit card
account. The imposter then runs up
charges on your account. Because your
bills are being sent to the new address, it
may take some time before you realize
there’s a problem.

= They open a new credit card account,
using your name, date of birth and SSN.
When they use the credit card and don’t
pay the bills, the delinquent account is
reported on your credit report.

m They establish phone or wireless service in
your name.

= They open a bank account in your name
and write bad checks on that account.

= They file for bankruptcy under your name
to avoid paying debts they’ve incurred
under your name, or to avoid eviction.

m They counterfeit checks or debit cards,
and drain your bank account.

m They buy cars by taking out auto loans in
your name.

= They give your name to the police during
an arrest. If they're released from police
custody, but don't show up for their court
date, an arrest warrant is issued in your
name.




Minimize Your Risk

I’m tired of the hours I’ve spent on the phone and all the
faxing I’ve had to do. When will it be over?

From a consumer complaint to the FTC, March 13, 2001

Tomorrow is Sunday so we won’t get any notices, but I’'m
not looking forward to Monday’s mail.

From a consumer complaint to the FTC, November 13, 2001

hileyou probably

can’t prevent identity

theft entirely, you can
minimizeyour risk. By managing
your personal information wisely,
cautiously and with an awareness
of theissue, you can help guard
against identity theft.

What You Can Do Today

* Order a copy of your credit
report from each of thethree
major credit bureaus. Your
credit report containsinformation
onwhereyouwork and live, the
credit accountsthat have been
opened in your name, how you
pay your billsand whether
you'’ ve been sued, arrested or
filed for bankruptcy. Make sure
it'saccurate and includesonly
those activitiesyou’ ve autho-
rized. By law, credit bureaus can
charge you no morethan $9 for a
copy of your credit report. See
“Credit Reports’ on page 15 for
details about removing fraudu-
lent and inaccurate information
fromyour credit report.

* Place passwor ds on your
credit card, bank and phone
accounts. Avoid using easily
availableinformation likeyour
mother’s maiden name, your
birth date, the last four digits of
your SSN or your phone number,

CREDIT BUREAUS

Equifax — www.equifax.com

To order your report, call: 800-685-1111
To report fraud, call: 800-525-6285/

TDD 800-255-0056 and write:

PO. Box 740241, Atlanta, GA 30374-0241

Experian — www.experian.com

To order your report, call: 888-EXPERIAN (397-3742)
To report fraud, call: 888-EXPERIAN (397-3742)/
TDD 800-972-0322 and write:

PO. Box 9532, Allen TX 75013

TransUnion — www.transunion.com

To order your report, call: 800-888-4213

To report fraud, call: 800-680-7289/

TDD 877-553-7803; fax: 714-447-6034; email:
fvad@transunion.com or write: Fraud Victim Assistance
Department, PO. Box 6790, Fullerton, CA 92834-6790

or aseries of consecutive num-
bers. When opening new ac-
counts, you may find that many
businesses still have alineon
their applicationsfor your
mother’s maiden name. Usea
password instead.

* Secur e personal information
in your home, especidly if you
have roommates, employ outside
help or are having service work
doneinyour home.

* Ask about information secu-
rity proceduresin your work-
place. Find out who has accessto
your personal information and
verify that recordsarekeptina
securelocation. Ask about the
disposal proceduresfor those
records aswell.

Maintaining Vigilance

* Order acopy of your credit
report from each of thethree
major credit bureaus once ayear.



By checking your report ona
regular basisyou can catch
mistakes and fraud before they
wreak havoc on your personal
finances. Don’t underestimate the
importance of this step. One of the
most common ways that consum-
ersfind out that they’ re victims of
identity theftiswhenthey try to
make amajor purchase, likea
house or acar. The deal can be
lost or delayed whilethe credit
report messis straightened out.
Knowing what’sinyour credit
report allowsyou to fix problems
beforethey jeopardize amajor
financial transaction.

* Don't give out personal informa-
tion on the phone, through the
mail or over the Internet unless
you'veinitiated the contact or are
sureyou know who you're
dealing with. Identity thievesmay
pose as representatives of banks,
Internet service providers (ISPs)
and even government agenciesto
get you to reveal your SSN,
mother’s mai den name, account
numbersand other identifying
information. Beforeyou shareany
personal information, confirm that
you aredealing with alegitimate
organization. You can check the
organization’ swebsite as many
companies post scam alertswhen
their nameisused improperly, or
you can call customer service
using the number listed on your
account statement or inthetele-
phone book.

* Guard your mail and trash from
theft.

Deposit outgoing mail in post
office collection boxesor at your
local post office, rather thanin an
unsecured mailbox. Promptly
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A SPECIAL WORD ABOUT
SOCIAL SECURITY NUMBERS

Your employer and financial institution will likely
need your SSN for wage and tax reporting purposes.
Other businesses may ask you for your SSN to do a
credit check, like when you apply for a loan, rent an
apartment, or sign up for utilities. Sometimes, how-
ever, they simply want your SSN for general record
keeping. You don’t have to give a business your SSN
just because they ask for it. If someone asks for your
SSN, ask the following questions:

Why do you need my SSN?

How will my SSN be used?

What law requires me to give you my SSN?
What will happen if | don’t give you my SSN?

Sometimes a business may not provide you with the
service or benefit you're seeking if you don’t provide
your SSN. Getting answers to these questions will
help you decide whether you want to share your SSN
with the business. Remember — the decision is yours.

remove mail from your mailbox.
If you' re planning to be away
from home and can’t pick up
your mail, call theU.S. Posta
Service at 1-800-275-8777 to
request avacation hold. The
Postal Servicewill hold your
mail at your local post office
until you can pick it up or are
hometo receiveit.

Tothwart anidentity thief who
may pick through your trash or
recycling binsto capture your
personal information, tear or
shred your charge receipts,
copiesof credit applications,
insuranceforms, physician
statements, checks and bank
statements, expired charge cards
that you’ re discarding, and
credit offersyou get in the mail.

* Beforerevealing any personally
identifying information (for
example, on an application), find
out how it will be used and
secured, and whether it will be
shared with others. Ask if you
have a choice about the use of
your information. Can you choose
to haveit kept confidential ?

*Don't carry your SSN card;
leaveit in asecure place.

* Giveyour SSN only when
absolutely necessary. Ask to use
other typesof identifierswhen
possible. If your state usesyour
SSN asyour driver’slicense
number, ask to substitute another
number.

* Carry only theidentification
information and the number of



credit and debit cardsthat you'll
actually need.

* Pay attention to your billing
cycles. Follow up with creditors
if your billsdon’t arrive ontime.
A missing credit card bill could
mean an identity thief hastaken
over your account and changed
your billing addressto cover his
tracks.

* Bewary of promotional scams.

| dentity thieves may use phony
offersto get you to givethem
your personal information.

* Keep your purseor walletina
safe place at work.

The Doors and Windows
Are Locked, but . . .

You may be careful about
locking your doors and windows,
and keeping your personal papers
inasecure place. But, depending
onwhat you use your personal
computer for, anidentity thief
may not need to set foot in your
houseto steal your personal
information. SSNs, financial
records, tax returns, birth dates,
and bank account numbers may
be stored in your computer —a

goldmineto anidentity thief. The
following tips can help you keep

your computer and your personal
information safe.

» Update your virus protection
softwareregularly, or when anew
virusaert isannounced. Com-
puter viruses can have avariety
of damaging effects, including
introducing program code that
causes your computer to send out
filesor other stored information.
Beonthealert for security
repairs and patchesthat you can
download from your operating
system’swebsite.

* Do not download files sent to
you by strangersor click on
hyperlinksfrom peopleyou don’t
know. Opening afilecould
expose your system to acom-
puter virus or a program that
could hijack your modem.

* Useafirewall program, espe-
cialy if you use ahigh-speed
Internet connection like cable,
DSL or T-1, which leaves your
computer connected to the
Internet 24 hoursaday. The
firewall programwill allow you
to stop uninvited guestsfrom
accessing your computer. Without
it, hackers can take over your
computer and access your per-
sonal information stored onit or
useit to commit other crimes.

* Use a secure browser — soft-
warethat encrypts or scrambles
information you send over the
Internet — to guard the security of
your onlinetransactions. Besure
your browser has the most up-to-
date encryption capabilities by



using the latest
versionavailable
from the manu-
facturer. You
also can down-
load some
browsersfor
freeover the
Internet. When
submitting
information, look
for the“lock”
icononthe
browser’s status
bar to be sure
your information
is secure during
transmission.

* Try not to store

financial infor-

mation on your

laptop unless absol utely neces-
sary. If you do, use astrong
password —acombination of
letters (upper and lowers case),
numbers and symbols. Don’t use
an automatic log-in featurewhich
saves your user name and
password so you don’t haveto
enter them each timeyou log-in
or enter asite. And alwayslog
off whenyou'’ refinished. That
way, if your laptop gets stolen,
it'sharder for the thief to access
your personal information.

* Before you dispose of acom-
puter, del ete personal informa-
tion. Deleting filesusing the
keyboard or mouse commands
may not be enough becausethe
filesmay stay on the computer’s
hard drive, where they may be
easily retrieved. Usea “wipe”
utility programto overwritethe
entire hard drive. It makesthe
filesunrecoverable. For more
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information, see Clearing
Information From Your
Computer’s Hard Drive
(www.hqg.nasa.gov/office/oig/
hg/harddrive.pdf) from the
National Aeronauticsand Space
Administration (NASA).

* Look for website privacy
policies. They answer questions
about maintaining accuracy,
access, security, and control of
personal information collected by
the site, aswell ashow informa-
tionwill be used, and whether it
will be provided to third parties.
If youdon’'t seeaprivacy policy,
consider surfing elsewhere.

For moreinformation, see
Ste-Seeing on the Internet: A
Traveler’s Guide to Cyberspace
from the FTC at www.ftc.gov.



Choosing to Share Your
Personal Information — or Not

In November 2000, | found out that someone used my information
to obtain a cell phone. Since then, I’'ve been living a nightmare. My
credit report is a mess. It’s a full-time job to investigate and correct

the information.

From a consumer complaint to the FTC, April 3, 2001

ur economy generatesan
ormous amount of
data. Most users of that

information arefrom honest
businesses— getting and giving
legitimateinformation. Despite
the benefits of theinformation
age, some consumers may want
to limit the amount of personal
information they share. And they
can: Moreorganizationsare
offering peopl e choi ces about
how their personal informationis
used. For example, many feature
an “opt-out” choicethat limitsthe
information shared with othersor
used for promotional purposes.
Whenyou “opt-out,” you may cut
down on the number of unsolic-
ited telemarketing calls, promo-
tional mail and spam emailsthat
you receive. Learn more about
the optionsyou havefor protect-
ing your personal information by
contacting thefollowing organi-
zations.

Credit Bureaus

Pre-Screened Credit Offers

If you receive pre-screened credit
card offersinthe mail (namely,
those based upon your credit
data), but don’t tear them up after
you decide you don’t want to
accept the offer, identity thieves
couldretrievetheoffersfor their
own use without your knowledge.

To opt out of receiving pre-
screened credit card offers, call:
1-888-5-OPTOUT (1-888-567-
8688). The three mgjor credit
bureaus use the sametoll-free

number to et consumers choose
to not receive pre-screened credit
offers.

Marketing Lists

In addition, you can notify the
three major credit bureaus that
you do not want personal infor-
mation about you shared for



promotional purposes. To ask the
three major credit bureaus not to
shareyour personal information,
writeto:

Equifax, Inc.

Options

PO Box 740123
Atlanta, GA 30374-0123

Experian

Consumer Opt-Out
701 Experian Parkway
Allen, TX 75013

TransUnion

Marketing List Opt Out
PO Box 97328

Jackson, M'S 39288-7328

Department of Motor
Vehicles

TheDriversPrivacy Protection
Act forbids states from distribut-
ing personal informationto direct
marketers. It does alow for the
sharing of personal information
with law enforcement officials,
courts, government agencies,
privateinvestigators, insurance
underwritersand similar busi-
nesses. Check with your state
DMV to learn more, or visit
www.ftc.gov/privacy/
protect.htm#M otor.

Direct Marketers

Telemarketing

Thefederal government has
created the National Do Not Call
Registry —the free, easy way to
reducethetelemarketing calls
you get at home. To register, or to
get information, visit
www.donotcall.gov, or call
1-888-382-1222 from the phone
you want to register. You will
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receive fewer telemarketing calls
within three months of register-
ing your number. It will stay in
theregistry for fiveyearsor until
it isdisconnected or you takeit
off theregistry. After fiveyears,
you will be ableto renew your
registration.

Mail

TheDirect Marketing
Association’s(DMA) Mall
Preference Serviceletsyou “ opt-
out” of receiving direct mail
marketing from many national
companiesfor fiveyears. When
you register with thisservice,
your namewill be put ona
“delete” fileand madeavailable
to direct-mail marketers. How-
ever, your registration will not
stop mailingsfrom organizations
that are not registered with the
DMA’sMail Preference Service.
To register with DMA, send
your |etter to:

Direct Marketing Association
Mail Preference Service

PO Box 643

Carmel, NY 10512

Or register online at www.the-
dma.org/consumers/
offmailinglist.html.

Email

The DMA also hasan EMail
Preference Serviceto helpyou
reduce unsolicited commercia
emails. To“opt-out” of receiving
unsolicited commercia email,
use DMA’'sonline form at
www.dmaconsumer s.or g/
offemaillist.html. Your online
request will be effectivefor one
year.



If You’re a Victim

metimes an identity thief
strikeevenif you've
een very careful about

keeping your personal informa-
tionto yourself. If you suspect
that your personal information
has been hijacked and misappro-
priated to commit fraud or theft,
take actionimmediately, and
keep arecord of your conversa-
tionsand correspondence. You
may want to use the form, “ Chart
Your Course of Action” on page
14. Exactly which stepsyou
should taketo protect yoursel f
depends on your circumstances
and how your identity has been
misused. However, four basic
actionsare appropriatein almost
every case.

Your First Four Steps

1. Placeafraud alert on your
credit reportsand review your
credit reports.

Cadl thetoll-freefraud
number of any one of the three
major credit bureausto place a
fraud aert on your credit
report. This can help prevent an
identity thief from opening
additional accountsin your
name. As soon as the credit
bureau confirmsyour fraud
alert, the other two credit
bureauswill automatically be
notified to place fraud alertson
your credit report, and al three
reportswill be sent to you free
of charge.

» Equifax —To report fraud,
call: 1-800-525-6285, and
write: P.O. Box 740241,
Atlanta, GA 30374-0241

* Experian —To report fraud,

call: 1-888-EXPERIAN (397-
3742), and write: P.O. Box
9532, Allen, TX 75013

e TransUnion —To report fraud,

call: 1-800-680-7289, and
write: Fraud Victim Assistance
Division, PO. Box 6790,
Fullerton, CA 92834-6790

Onceyou receiveyour
reports, review them carefully.
Look for inquiriesyou didn’t
initiate, accountsyou didn’t open,

O/el', 7,

in my filel

and unexplained debts on your
true accounts. Where“inquiries’
appear from the company(ies)
that opened the fraudulent
account(s), request that these
“inquiries’” beremoved from your
report. (See* Credit Reports” for
moreinformation.) You also
should check that information
such asyour SSN, address(es),
nameor initial, and employersare
correct. Inaccuraciesinthis
information also may be dueto
typographical errors. Neverthe-
less, whether the inaccuraciesare

11



dueto fraud or error, you should
notify the credit bureau as soon as
possible by telephoneandin
writing. You should continueto
check your reportsperiodicaly,
especialy inthefirst year after
you' ve discovered thetheft, to
make sure no new fraudulent
activity hasoccurred. The auto-
mated “one-call” fraud alert
processonly worksfor theinitial
placement of your fraud alert.
Ordersfor additional credit
reports or renewals of your fraud
alerts must be made separately at
each of thethree major credit
bureaus.

2. Close any accountsthat
have been tampered with or
opened fraudulently.

Credit Accounts

Credit accountsincludeall
accounts with banks, credit card
companies and other lenders,
and phone companies, utilities,

| SPs, and other service
providers.

If you’' reclosing existing
accounts and opening new ones,
use new Personal Identification
Numbers (PINSs) and passwords.

If there are fraudulent charges
or debits, ask the company
about the following formsfor
disputing those transactions:

* For new unauthorized ac-
counts, ask if the company
acceptsthe D Theft Affidavit
(available at www.ftc.gov/bep/
conline/pubg/credit/
affidavit.pdf or see page 29).
If they don’t, ask the represen-
tativeto send you the
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company’sfraud dispute
forms.

* For your existing accounts, ask
therepresentativeto send you
the company’sfraud dispute
forms.

* If your ATM card has been
lost, stolen or otherwise
compromised, cancel the card
as soon as you can. Get anew
card with anew PIN.

Checks

If your checks have been stolen
or misused, close the account
and ask your bank to notify the
appropriate check verification
service. Whileno federal law
limitsyour lossesif someone
steals your checks and forges
your signature, state laws may
protect you. Most states hold
the bank responsiblefor losses
from aforged check, but they
also require you to take
reasonable care of your
account. For example, you may
be held responsiblefor the
forgery if youfail to notify the
bank in atimely way that a
check was lost or stolen.
Contact your state banking or
consumer protection agency for
moreinformation.

You also should contact these
major check verification compa-
nies. Ask that retailerswho use
their databases not accept your
checks.

TeleCheck — 1-800-710-9898
or 927-0188

Certegy, Inc. — 1-800-437-
5120

Inter national Check
Services — 1-800-631-9656

Call SCAN (1-800-262-7771)
tofind out if theidentity thief has
been passing bad checksin your
name.

3. Fileareport with your
local police or the palicein
the community wherethe
identity theft took place.

Keep acopy of thereport.
You may need it to validate your
claimsto creditors. If you can’t
get acopy, at least get the report
numbey.

4. File a complaint with the
FTC.

By sharing your identity theft
complaint with the FTC, you will
provideimportant information
that can help law enforcement
officialstrack downidentity
thievesand stop them. The FTC
also canrefer victim complaints
to other appropriate government
agenciesand companiesfor
further action. The FTC enters
theinformation you provideinto
our secure database.

Tofileacomplaint or to learn
more about the FTC’s Privacy
Policy, visit www.consumer.gov/
idtheft. If you don’'t have access
to theInternet, you can call the
FTC'sldentity Theft Hotline: toll-
free 1-877-IDTHEFT (438-
4338); TDD: 202-326-2502; or
write: Identity Theft Clearing-
house, Federal Trade Commis-
sion, 600 PennsylvaniaAvenue,
NW, Washington, DC 20580.



Tips on Filing a Police Report

= Provide documentation. Furnish as much documentation as you can to prove your
case. Debt collection letters, credit reports, your notarized ID Theft Affidavit, and other
evidence of fraudulent activity can help the police file a complete report.

= Be persistent. Local authorities may tell you that they can’t take a report. Stress the
importance of a police report; many creditors require one to resolve your dispute. Also
remind them that under their voluntary “Police Report Initiative,” credit bureaus will
automatically block the fraudulent accounts and bad debts from appearing on your credit
report, but only if you can give them a copy of the police report. If you can’t get the local
police to take a report, try your county police. If that doesn’t work, try your state police.

If you're told that identity theft is not a crime under your state law, ask to file a Miscella-
neous Incident Report instead. See page 25 for a list of state laws.

= Be a motivating force. Ask your police department to search the FTC’s Consumer
Sentinel database for other complaints in your community. You may not be the first or
only victim of this identity thief. If there is a pattern of cases, local authorities may give
your case more consideration.

That’s why it’s also important to file a complaint with the FTC. Law enforcement agen-
cies use complaints filed with the FTC to aggregate cases, spot patterns, and track growth
in identity theft. This information can then be used to improve investigations and victim
assistance.

Tips on Organizing Your Case

Accurate and complete records will greatly improve your chances of resolving your
identity theft case.

= Follow up in writing with all contacts you’ve made on the phone or in person. Use
certified mail, return receipt requested.

m Keep copies of all correspondence or forms you send.

= Write down the name of anyone you talk to, what he or she told you, and the date the
conversation occurred. Use Chart Your Course of Action on page 14 to help you.

m Keep the originals of supporting documentation, like police reports, and letters to and
from creditors; send copies only.

= Set up a filing system for easy access to your paperwork.

= Keep old files even if you believe your case is closed. One of the most difficult and
annoying aspects of identity theft is that errors can reappear on your credit reports or
your information can be re-circulated. Should this happen, you’ll be glad you kept your
files.
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Resolving Credit Problems

| applied for a loan in November 2000 and was told | had bad credit. |
requested a credit report in November 2000 and found all sorts of
crazy information on it. I'm single but was listed as married. When |
renewed my driver’s license by mail, | was surprised to find someone
else’s face on my license. This is a nightmare and requires a large

amount of my time.

From a consumer complaint to the FTC, October 5, 2001

hileresolving credit
problemsresulting
fromidentity theft can

be time-consuming and frustrat-
ing, the good newsisthat there
are procedures under federal laws
for correcting credit report and
billing errors, and stopping debt
collectorsfrom contacting you
about debtsyou don’'t owe. Here
isabrief summary of your rights,
and what to do to clear up credit
problemsthat result fromidentity
theft.

Credit Reports

TheFair Credit Reporting Act
(FCRA) establishes procedures
for correcting mistakes on your
credit report and requiresthat
your report be made available
only for certain legitimate busi-
ness needs.

Under the FCRA, both the
credit bureau and the organization
that provided theinformation to
the credit bureau (the " informa-
tion provider”), such asabank or
credit card company, are respon-
siblefor correcting inaccurate or
incompleteinformationin your
report. To protect your rights
under the law, contact both the
credit bureau and theinformation
provider. It svery important to
follow the procedures outlined
below. Otherwiseyouwon’'t have
any legal recourseif you havea

Proving You're a Victim, Not a Deadbeat

Unlike victims of other crimes, who generally are
treated with respect and sympathy, identity theft victims
often find themselves having to prove that they’re
victims, too — not deadbeats trying to get out of paying
bad debts. So how do you go about proving something
you didn’t do? Getting the right documents and getting
them to the right people is key.

The Police Report: If you have a police report, send a
copy to Experian, Equifax and TransUnion. They will
block the information you’re disputing from your credit
reports. This may take up to 30 days. The credit bu-
reaus have the right to remove the block, if they believe
it was wrongly placed. Because this initiative is volun-
tary in the vast majority of states, it’s important to also
follow the dispute procedures outlined in “Credit Re-
ports” on this page. Contact the credit bureaus to find
out more about how the “Police Report Initiative” works.
If you’re having trouble getting a police report, see
“Tips on Filing a Police Report” on page 13.

The ID Theft Affidavit: Since you didn’t open the ac-
counts in dispute or run up the related debts, of course
you don’t have any paperwork showing you didn’t do
these things. That’s where the ID Theft Affidavit can be
very helpful. The FTC, in conjunction with banks, credit
grantors and consumer advocates, developed the ID
Theft Affidavit (see page 29) to help you close unautho-
rized accounts and get rid of debts wrongfully attrib-
uted to your name. If you don’t have a police report or
any paperwork from creditors, send the completed ID
Theft Affidavit to the three major credit bureaus. They
will use it to start the dispute investigation process. Not
all companies accept the ID Theft Affidavit. They may
require you to use their forms instead. Check first.

continued on page 16
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Creditor Documenta-
tion: Getting documen-
tation from a creditor
may be difficult. Credi-
tors’ policies on confi-
dentiality and record
keeping vary and may
prevent you from getting
the paperwork you need
to prove you didn’t make
the transaction. On the
upside, most victims can
get accounts closed and
debts dismissed by
completing the creditor’s
fraud paperwork or the
ID Theft Affidavit and
including a copy of your
police report. Insist on a
letter from the creditor
stating that they have
closed the disputed
accounts and have
discharged you of the
fraudulent debts. This
letter is your best defense
if errors reappear or
your personal informa-
tion gets re-circulated.
(See Tips on Organizing
Your Case, page 13).
This letter is also the best
document to give credit
bureaus and debt collec-
tors if your police report
and ID Theft Affidavit
aren’t enough to resolve
your problems with
them.
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future dispute with the credit
bureau or an information provider
about inaccurate information that
should be blocked from your
report.

First, call the credit bureau
and follow upinwriting. Tell
them what information you
believeisinaccurate. Include
copies(NOT originals) of docu-
mentsthat support your position.
If you don’t have any paperwork
from the creditor, send acopy of
the policereport and the ID Theft
Affidavit (seepage29.) In
addition to providing your com-
plete name and address, your
letter should clearly identify each
iteminyour report that you
dispute, givethefactsand explain
why you dispute theinformation,
and request del etion or correction.
You may want to enclose acopy
of your report with circlesaround
theitemsin question. Your letter
may look something likethe
sample on page 17. Send your
letter by certified mail, return
receipt requested, so you can
document what the credit bureau
received and when. Keep copies
of your dispute | etter and
enclosures.

The credit bureau’sinvestiga-
tion must be completed within 30
days (45 daysif you provide
additional documents). If the
credit bureau considersyour
disputefrivolous (which may
mean it believesyou didn’'t
provide enough documentation to
support your claim), it must tell
you so withinfive businessdays.
Otherwise, it must forward all
relevant documentsyou provide
about the dispute to theinforma-
tion provider. Theinformation
provider then must investigate,

review al relevant information
provided by the credit bureau,
and report the resultsto the credit
bureau. If theinformation pro-
vider findsthe disputed informa-
tion to beinaccurate, it must
notify any nationwide credit
bureau to which it reports, so that
the credit bureau can correct this
informationinyour file. Note
that:

* Disputed information that
cannot be verified must be
deleted fromyour file.

* If your report contains errone-
ousinformation, the credit bureau
must correct it.

* If anitemisincomplete, the
credit bureau must completeit.
For example, if your file shows
that you have been late making
payments, but failsto show that
you are no longer delinguent, the
credit bureau must show that
you'’ re current.

* If your file shows an account
that belongsto someone el se, the
credit bureau must deleteit.

Whentheinvestigationis
complete, the credit bureau must
giveyou thewritten resultsand,
if the dispute resultsin achange,
afree copy of your report. If an
item ischanged or removed, the
credit bureau cannot put the
disputed information back in your
fileunlesstheinformation pro-
vider verifiesitsaccuracy and
completeness, and the credit
bureau givesyou awritten notice
that includesthe name, address
and phone number of theinfor-
mation provider.



If you ask, the credit bureau
must send notices of corrections
to anyonewho received your
report in the past six months. Job
applicants can have acorrected
copy of their report sent to
anyonewho received acopy
during the past two yearsfor
employment purposes. If an
investigation does not resolve
your dispute, ask the credit
bureau to include a 100-word
statement of the disputein your
fileand infuturereports.

Second, in addition to writing
to the credit bureau, writeto the
creditor or other information
provider to tell them that you
disputeanitem. Again, include
copies (NOT originals) of docu-
mentsthat support your position,
likeyour policereport and the ID
Theft Affidavit. Many information
providers specify an addressfor
disputes. If theinformation
provider then reportsthe disputed
item(s) to acredit bureau, it must
include anotice of your dispute.
If you're correct that the disputed
informationisnot inaccurate, the
information provider may not use
itagain.

For moreinformation, see
How to Dispute Credit Report
Errorsand Fair Credit Report-
ing, fromthe FTC at
www.consumer.gov/idtheft.

Credit Cards

In most cases, the Truthin
LendingAct limitsyour liability
for unauthorized credit card
chargesto $50 per card. The Fair
Credit Billing Act (FCBA)
establishes proceduresfor resolv-
ing billing errorson your credit
card accounts. Thisincludes
fraudulent chargeson

SAMPLE DISPUTE LETTER — CREDIT BUREAU

Date

Your Name
Your Address
Your City, State, Zip Code

Complaint Department
Name of Credit Bureau
Address

City, State, Zip Code

Dear Sir or Madam:

| am writing to dispute the following information in my file.
The items | dispute also are circled on the attached copy of
the report | received. (Identify item(s) disputed by name of

source, such as creditors or tax court, and identify type of
item, such as credit account, judgment, etc.)

| am a victim of identity theft, and did not make the
charge(s). | am requesting that the item be blocked to

correct my credit report.

Enclosed are copies of (use this sentence if applicable and
describe any enclosed documentation) supporting my
position. Please investigate this (these) matter(s) and block
the disputed item(s) as soon as possible.

Sincerely,

Your name

Enclosures: (List what you are enclosing.)

your accounts.
To take advantage of thelaw’s
consumer protections, you must:

 writeto the creditor at the
addressgivenfor “billinginquir-
ies,” not the addressfor sending
your payments. Include your
name, address, account number
and adescription of the fraudu-
lent charge, including the amount

and date of the error. Your letter
may look something likethe
sample on page 18.

* send your letter sothat it
reachesthe creditor within 60
daysfromwhen thefirst bill
containing the fraudulent charge
was mailed to you. If the address
on your account was changed by
anidentity thief and you never

17



SAMPLE DISPUTE LETTER — FOR EXISTING
CREDIT ACCOUNTS

Date

Your Name

Your Address

Your City, State, Zip Code
Your Account Number

Name of Creditor
Billing Inquiries
Address

City, State, Zip Code

Dear Sir or Madam:

| am writing to dispute a fraudulent (charge or debit)

attributed to my account in the amount of $

.lama

victim of identity theft, and I did not make this (charge or
debit). | am requesting that the (charge be removed or the
debit reinstated), that any finance and other charges
related to the fraudulent amount be credited as well, and
that | receive an accurate statement.

Enclosed are copies of (use this sentence to describe any
enclosed information, such as police report) supporting my
position. Please investigate this matter and correct the
fraudulent (charge or debit) as soon as possible.

Sincerely,

Your name

Enclosures: (List what you are enclosing.)

received thebill, your dispute
letter still must reach the creditor
within 60 days of when the bill
would have been mailed to you.
Thisiswhy it’s so important to
keep track of your billing state-
mentsand immediately follow up
when your billsdon’t arriveon
time.

Send your letter by certified
mail, return recel pt requested.

18

Thiswill beyour proof of the
date the creditor received the
letter. Include copies (NOT
originals) of salesdlipsor other
documentsthat support your
position. Keep acopy of your
disputeletter.

The creditor must acknowl-
edge your complaint inwriting
within 30 daysafter receiving it,
unlessthe problem has been

resolved. The creditor must
resolve the dispute within two
billing cycles (but not more than
90 days) after receiving your
letter.

For moreinformation, see
Fair Credit Billing and Avoiding
Credit and Charge Card Fraud,
fromthe FTC at
www.consumer.gov/idtheft.

Debt Collectors

The Fair Debt Collection Prac-
ticesAct prohibits debt collectors
fromusing unfair or deceptive
practicesto collect overduebills
that acreditor hasforwarded for
collection.

You can stop adebt collector
from contacting you by writing a
letter to the collection agency
telling them to stop. Oncethe
debt collector receivesyour |etter,
the company may not contact you
again —with two exceptions: they
cantell you therewill beno
further contact and they cantell
you that the debt collector or the
creditor intendsto take some
specific action.

A collector also may not
contact you if, within 30 days
after you receivethewritten
notice, you send the collection
agency aletter stating you do not
owethe money.

Although your letter should
stop the debt collector’scallsand
dunning notices, it will not
necessarily get rid of the debt
itself, which may still turn up on
your credit report.

A collector can renew collec-
tion activitiesif you' re sent proof
of the debt. So, along with your
letter stating you don’t owethe
money, include copies of docu-
mentsthat support your position.



If you'reavictim of identity
theft, includeacopy (NOT the
original) of the policereport. If
you don’t have documentation to
support your position, be as
specific as possible about why the
debt collector ismistaken.

The debt collector isrespon-
siblefor sending you proof that
you'rewrong. For example, if the
debt in dispute originatesfrom a
credit card you never applied for,
ask for the actual application
containing the applicant’s

signature.You can then prove that
it’snot your signature on the
application. In many cases, the
debt collector will not send you
any proof, but will instead

return the debt to the creditor.

For moreinformation, see
Fair Debt Collection from the
FTC at www.consumer.gov/
idtheft.

ATM Cards, Debit Cards
and Electronic Fund
Transfers

The Electronic Fund Transfer Act
provides consumer protections
for transactionsinvolving an
ATM or debit card or any other
electronic way to debit or credit
an account. It also limitsyour
liability for unauthorized elec-
tronic fund transfers.
It'simportant to report lost or
